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OcobeHHOCTM Cpep BUpTYyanmsaumm

Yem 6e30MacHOCTb BUPTYanmM3aumm oTInYaeTcs oT
3aWNTbl HU3NYeCKoU MHDPACTPYKTYPbI

PekomeHaaummn nNo 3awmTe BUpTyanmsaymm

CpeacTBa 3aWmTbl Cpegbl BUPTyanm3aymu

Angara Technologies Group



YT0 Takoe
BUpPTYyanusayus

IMYNALMSA annapaTHOrO OKPYXXeHMUs
ANSA 3anycka M3oMpoBaHHOWM
onepaynoHHOU CUCTEMDI
abcTparmpysicb oT Gusnyeckom

UHMDPACTPYKTYPbI

Clasic Server Installation

Virtualized server Intallation
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CTtaTuCTUKa UCNonb30BaHUSA Pa3J/IMYHDbIX TMNepBenu3opoB @

79%
63%
46% 44% 48%
5%35%
II15' 89.9% 19%2% 12% 10%
o %3y, 3%19, 3%1%2%
ll ] L] I
VMware Microsoft Microsoft VMware Citrix Oracle VM Red Hat Proxmox VE
vSphere Hyper-V  Hyper-V (role- vSphere Hypervisor Server Virtualization
(Essentials, (standalone) based) Hypervisor
Standard, (Free version)
Enterprise)

m Small businesses  m Mid-size businesses » Enterprises

Angara Technologies Group ——



CtaTuctuka no ucnonbn3opaHuto Software-defined

networking

15%

8%

VMware NSX Microsoft SDN  Cisco ACI

m Currently using

2%

79 13%
0

6%
3%

2%
Juniper SDN HPE OpenFlow Other
Composable
Fabric

m Considering using within 2 years

O
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NIST 800-125 (NIST 80-125A)

CaMble pacnpocTpaHeHHbIe CXeMb
peanusauun BUPTYasbHbIX Cpej,

Application ‘ Application Application
Application Application Application l Guest 0S Guest 0S
Guest 0S Guest 0S Application [ Hypervisor
Hypervisor Host OS
Hardware Hardware
Bare metal Hosted

Angara Technologies Group




FOCT P 56938-2016

3aluTta nHpopmaumnm npu
MCNOSIb30BaHNM TEXHOOM A
BUpTYyanusauum

Application Application

Guest OS5 Guest 0S

Hypervisor

Hardware

M'MnepBusop 1 TMna

MnepBn30p, ycTaHaBNMBaAEMbIN
HenocpeACTBEHHO Ha annapaTHoe
obecneyeHne B KayecTBe
CUCTEMHOI0 NPOrpaMMHOro
obecne4yeHusa

VMware vSphere

Application ‘ Application Application
Application l Guest 0S Guest 0S
Application ‘ Hypervisor

Host OS

Hardware

M'MnepBu3op 2 TMNa

(MnepBu30p, yCTaHaB/INBAEMbIN B
cpene XoCTOBOW onepaLOHHOM
CUCTEMbI B Ka4yecTBe NPUKIagHoro
NporpaMMHOro obecnevyeHus

Microsoft Hyper-V
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OCHOBHbIe TUMbIl Yrpo3

YA3BMMOCTb XOCTa =
YA3BUMOCTb BUPTYaslbHOIoO
NpoCTpaHCcTBa

O6pasbl VM

OTcyTcTBME cerMeHTauunm
[lpBUNEermpoBaHHbIE (cMewwnBaHue BM c
nosnb3oBaTenu pasHbIM YPOBHEM
noBepus)

OLWMBKM KOHCTPYKL MK
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OTcyTCcTBME pa3geneHns obsi3aHHOCTeN

ALMUHUCTpaTOp
BMPTYyanunsaLuu NHpobes

Angara Technologies Group



TpVI OCHOBHbI€ UCTOYHUKa YIrpo3 AJid runepeu3opa

Yrpo3bl CO CTOPOHbI
aiAMUHNCTPUpPOBAHUA
cpeaon BupTyanmMsaumm

Yrpo3bl 3 kKoprnopaTuBHOM Yrposbl U3 BUpTYyasibHOM

CETU U Yepes Hee cpeabl (B3nom BM)
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Tpe6oBaHus N0 6€30MacHOCTU CO CTOPOHbI PErysaTopos @

3alimTa BupTyanmsauum

YMIOMUHAETCS B 239 lNpukas OCT LB 57580.1-2017 PSI DSS

17 [Memies 3awunTa oo6bekToB KU

21 lNpwnkas
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UTo c 9TUM penaTb?




besonacHas
KOH@Urypaums cpegbl
BUpPTYyannsauum un
BUPTYyanbHOWU CeTU

3awmTta VM 1 npouecc KoHTpoOnb
YXU3HeHHoro uukna VM NpUBUIErMPOBaHHbIX
(Snapshot / Images) nosib3oBaTenen
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be3onacHaa KoHduUrypauusa cpeabl BUpTyanm3auum

PekomMmeHaaunm no 6e3onacHomn KoHpurypauunm

VMware Security

Denial of Service

Hardening Guides

For ESXi

Default Password
Q\" —_
Access Rights A = & : /
CIS Benchmarks @' , %Q’is-tonﬁsur-ﬁ-n
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Be3onacHaa KoHurypauus BUpTyaJibHON CETH

BHewHee ceTeBoe

obopynoBaHue U
ACL

Host-based Firewall

FLAT NETWORKS

1. Intruder breaches the perimeter firewall

SECURITY PERIMETER

.‘

2. Intruder moves laterally
___________ l a2l

to access critical systems

3. Sensitive data and assets are compromised

O

SEGMENTED NETWORKS

1. Intruder breaches the perimeter firewall

SECURITV PERIMETER
l ----------------------
|

mme-——cmm

2. Intruder cannot

______________________

| PROTECTEDSUBNET ~ Mmove laterally due to

PROTECTED SUBNET l
network segmentation
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3awuTta VM u ynpaBseHue npoLeccoM XX1UsHeHHoro yukna VM

Management
3awmnTta VM coHeola
OnTMmunsnposaHHanA
Ana cpeabl
VM, VM] VM’IVM
e v:, - as _ = , ! \-:3;:_‘:,' S

BMPTYaAn3aumnm

dopmanmlauma m
BHeApeHMe npouecca
ynpasaeHna VM
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KoHTposb NnpuBUernpoBaHHbIX NO/Ib30BaTeNen @

KOHTpOAb AoCTyna K
nHTEepdencam
yrpas/sieHunA

Service [Console
VMware Management Network
G

KOHTpOAb AoCTYyNa K
Beb-nHTEpPPency

aAMUHUCTPUPOBAHUA ﬂ

Y

Third-
Party

Tools

Web
Access

BUPTYyanmn3auunen
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MHCTpYMeHTbI 3alllTbl BUPTYaAJIU3aLllUn

BCcTpoeHHble MexaHU3Mbl 3awuTa BUpTyasnbHbIX
+ MaLUWH,
CtaHpgapTbl 1 Best OonTUMU3UpPOBaAHHaA onsd
Practices cpepn BUpTyanusauum
vGate NGFW

PAM

Host-based Firewall

Angara Technologies Group
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Cnacubo 3a
BHUMaHue!




