") KoA

6e30nacHoOCTm

be3 npaKTUKK He 6yaeT pe3ynbTtata. Co3gaHue 3aLmLLEeHHOW BUPTYaNbHOIA
UHPPACTPYKTYPbI C NOMOLLLIO HANIOXKEHHbIX CPEeACTB 3aWuTbl MUHPOpPMaL UK
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6e30MacHOCTH BeepeHue
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* Kak nocmpoumeo 3auWUWEHHYI0 cucmemy
supmyanu3ayuu ¢ nomowbto vGate

* Hosblil pyHKYUOHan sepcuu 4.4

e [lpumepbl pabomel 3aWUMHBbIX
MEXaHU3MO08 8 peasibHoU

UHGpacmpykmype
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KaK noctpoutb 3aWULLEHHYIO
CUCTEeMY BUPTYaZIM3aLLMM C MOMOLLbIO
vGate
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ApMmuHuctpatop AamuHuctpatop AgmuHuctpatop [onb3osatenb
BM cetn CXA (koHCcoNb BM)

[T AQMUHMCTPETOR MHBOPMALMOHHON Ge30MacHoCTHA:

[T Onepatop yyemHbi sanucei

[T AypuTop BesonacHocTd

(4

Ayautop Ub
(Log’s)

Ponesasa mopgennb

Ma CTEP CO343HWA NONB30BATENA

Hactpoiixa npae poctyna
HacTpoiika npae AocTyNa aAMMHWCTPETOPE BMPTYaNEHONA MHBPECTRYKTYPE!

[ Paspelen aocTyn K BMPTYaNsHON MHDpacTRYKTYDE:

AQMUHWCTPETOP BMPTYENEHEIK MALIMH
Monb30BaTent BUPTYENEHLIX MELMH
AQMUHWCTRMPOBEHIME CeTeit
AQMUHWCTPMPOBEHWE CEPBEPOE BUPTYaNNSaLim
AQMUHNCTPMPOBEHNE XPEHMIWLL

Onepawi ¢ ainamMi B XpaHUIMLEK
OnepaLwi © HaSHAYEHHBIMM S3LAHUANMM
AgruHicTpatop vSAN

YuetHan sanuce ViMware:

< Hazag Hanee = || Ometa |

(o]
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6 Ponesasa mopenob
€e30MaCHOCTH

CoBepLUEHHO CEKPEeTHO

CexpeTHO

® #®

' Lna cny»e6bHoro rnosb3oBaHnsA
<:> He KoHpumaeHumanbHo

AOMUHUCTpaTop 6e3onacHocTu
pasfaeTt MeTKW, HO JOCTYNa K akTUBam
He umeeT




") KoA

6e3onacHoCTU NMonntukn m CTaHAapPTHI

Cozganne Hosoro HaBopa noanTuk

BuiGop 108 Habop:

CmveTbTe wWaBnoHs! AnA AoGaENEHWA B HACTPAMBAEMBIA HABOP NoOMMTHK

WaGnoHe::
Wmn Onuncanue -~
LJ. 5 P ':D [ vGate Hafiop HacTpoex GesonacHoci vEate ana WMware
[JPCIDSSv.3.2 PCI DSS. Reguirements and Security Assessment Procedures. v3.2
Cacir AgToMaTMaMpoBaHHele cuoTemel knacca 17
[Jac 1B ABTOMETUSMPOBaHHEIE CUCTEMEI kKnacca 1B
[Jac 1B ABTOMETMSMPOBaHHbIE CUCTEMBI Knacca 16
[ ] D CTO BP MCNOx-0O Crangapt Banika Poccww ana MCNOR-0,
[]CTO BP WCNOR-B Cranpapt Banka Pocown ans MCNOH-B
] CTO BP WCMOR-W Cranpapt Banka Pocowa ans MCNOH-W
H;[‘]\IEIE(HOI;IE | » J []CTO 6P NCMOHC CravapT Batica Poccu ang MCTH-C
DAHHbE _— [ vMware 6.7 5CG VMware vSphere 6.7 Security Configuration Guide
Dss [CIWChOx ypostm 1u 2 WMHopMaLmoHHsle CMCTEMEI NEPCOHANEHEN ASHHBD YPOBHEH Saww. ..
COMPLIANT [ wvcnow )‘DOEIeHb 3 WHPopMaLMOHHEIE CUCTEMEI NEPCOHANEHEN ISHHBD YDOBHA S3LUM. .. E
Tliamnmm [P

< Hazan | Danee || Cmvena |

(o]
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CermeHTauua BUPTYa/ZibHOU cCeTU
6e3onacHoCTU
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TepMUHaNbHbIA —
cepeep

byxrantep
Kagposbiid
paboTHuK

Cepsep
oTaena npogax

Cepsep
BUPTYann3aumu

Qbwwmia
daln-cepeep

CepBep
Byxrantepuu

Cepeep cpegcre Cepeep
3aWKTEI MHGOPMaL MK OTAena Kagpoe
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ESXi host

——
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CermeHTauua BUPTYa/ZibHOU cCeTU
6e3onacHoCTU

(‘) LLiTaTHuIR pexam » B L a0min@VGATE v

ESXi-cepsepbl

KaniuecTso snewerTos 4 13 ¥npasneriee crontuave: »
L] CHTYC mOmONEHTS AL
MSK-D5-OPIV-ESKI D5 LAB
) MSK-DS-OPIV-ESXI3.DS.LAB ===
ESXi host ESXi host

w dvSwitch
1|

NICs NN NN

switch (L2)
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CermeHTauua BUPTYaZIbHOMN CETU

6e3onacHoCTH
CermMeHTbl BUPTYanbHON MHGPACTPYKTYpb
| | | | L] | | | L
F Konnaectso anewesos: 3 14 vnpasnessie cronbuam
CermeHT 1 CermeHT 2 I e " )
Deny ALL ;

= =
1 (=)(=)(=)!

[
(o]~
(o)) (=

Konuuecreo crpox 25
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) KOA CermeHTauusa BupTyanbHou cetn (MCI)

6e30MnacHoOCTM

Mpaeuna puasTpauwn

KonnuecTso 3nemenTos: 3 |l4 ¥Ynpasnerie cronbuawm »

MpuopwTer ~  CocToRHme 4 T Bx Al TR W n. B na_ Waas Omnp 1y I MpoToxon MopTsl o MopTsi no._. JeitcTene Jlormposatne
100100 0B 0B 1] [4] & npaesno asapuiitoro NoBoR Nobof «* [fleynanpaenerHoe oot NioBod TNioboi PaspewmnTs BentoueHo
100 0B 08 0 0 NPaBHAQ N0 YMONHaHN: Niofon Nrobof & feynanpaenentioce  JhofioR NioGon NiaGop Paspewnts BHKAHOHEHD

paspeLueHo Be

1 0B 0B 0 0 @ npaewnoTectosorop...  iofoR NroBos & fJeynanpaenentioe  Jhofio NioBof NioBop PaspewnTs BHIKAHO4EHD

< Co3 npaBuna ¢unbTpaUnn

T 33HATL AIMTENEHOE BPEMA

Tprverierie NPaBnA PHALTPALIN MO
Cocronrine M
Mpuopurer

s

Trn eTnpasuTens Miobon -
Ompasurens

Tin nony«aTens TNioboit -
Nonyuatens

Hanpagnerwe -
J

Mpotokon -

MopT ompasurens

Mopr nany-atens

TNoruposarme -

Hefcrane -
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) KOA MoHuTopUuHr 6e3onacHocTu SIEM

6e30MnacHoOCTM

LLITaTHEIR pexiM ¥ A L admin@TESTES

+ JobaswTe BumxeT

Ton-10 CerMeHTOE 110 336/10KMPOBaHHOMY TPaguky MUrpaLyR BUPTYa/bHbIX MaLLINMH VMware Co6LITVA Ge30nacHoCTH VGate HapyueHme MaHAaTHBIX NPaBn AoCTyna Hyper-¥

vario
ver?
Yenex = o s
e
" var Ouwnbia
varg
W UME0.B 03 Yaegounenve
—} - - vart1
Npeaynpexaenie
vars
vard
vars
sEg2
ent2

Segg
EEEER
m

HapylueHne Npag/ uNsTPaLMM CETEBRIX ... Hapywenwe yenocTHoCTi Hyper-V CobbiTiA VGate 33 NoCneAHNT YaC
P
%
o
3
W 192.168.158.103 2
W varz
wvarl 14
TON-10 CErMEHTOB N0 pa3peleHHoMY TpadKy o 1e21ea7Ese -
0= T T T T T T T T T T
$
&
CO34aHME BUPTYaNLHEIX MALIMH Vmware AKTUBHbIE NPaBINa GUALTPaLMN CTATUCTUKa CPaGATLIBAHINA NPABIAN GUALTPALM

B testrule s
B testrule S

test_rule 4
test_rule 3
H a3 test_rule 2
B fumfsholumes/S6SciBre- B testruie
31ecErd-
- 4920-000c2909348¢ | | npasuno no
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OT1yeTbl
6e3onacHoCTU

TS vGate Report Viewer

vGateReport Viewer

oepcreo rpocuorpa orveTos

Ton-mcTel (cTaTMeTIRE )

Hauonee awTuBHLIE NONb30BaTERU

JLSHHBIT BTUST OTOBDSX 3ET CTATHETAKY N0 HAMGONEE SKTHEHEIN NOME30BaTENAN

HauGonee HCMONb3YeMbIE BUALIAOCTYNA K 3aUjUI aeMbIM 0GB ekTaM

bl OT4ET OTOBpaX AET CTATACTHKY N0 HanGonee &naan AocTyna K sbverTan (noprel,

HauGonee uactbie cofbus M6

Aairibiii oT4eT 0ToBpaX aET CTATHCTHKY N0 HanGonee “acTein cafiomnan WE

HacTporku B HH O B

HacTpoRky AocTYNa K 3aWMIaembiM 06b exTan
Danrbifi 0T45T 0TofpaX 26T MHHOPNALNIO O PESYALTHDYIOWMX HAGTPORKEX ADCTYNA K 3aWMUAEMEIN 0fbeKTan

| m M

m| m M

HacTpofika npasun cetesoi GesonacHocTi
Aannbii 0THeT 0T06paX a8T HHPOPHAUMIO 0 HAGTROMKAEX NPABHN A0CTYNA K OfbeKTan no ceTH,

CoorseTcTsye cTanpapTam GesonacHocTn
Lanneii eT4eT orofpaxasT AcTaneHye o crannapran

CoorsercTaye cTanpapTam GesonacHocTn
Aanneii orHeT oTofpaxaeT arpernposanHy o cTaHAapTaM

NIMUEH3MPOBaNYE BUPTYaNbHEIX MawH
AaHHLii oTuer oTofpak et o konmuecTae WM

[ S

Aypnr

Hcnonb3osane yaetnoix sanucel YMware
[ 3HHLI OTUET OTOBPAX 36T HHABPHALUNKG 08 HENONEIDBEHAN YHETHELX 33MHEEA YMWATE & MBHBRSKOH K YHETHEIM 3aNUCAN VG ate

Co3aaniie, uaMENENKE, YAGNEHHE YUETHBIX 3anncer vGate
L AHHLIT OTUET OTOBDAX 3T AHDAPHALNIG © COBLITHAX COZAHMA, YASTIEHAR HIH H3HEHEHMR YHETHLIX 3anHeeR vGate

Mamenene ManaaTHERS NpaBHn A0CTYNA B vGate
[LAHHLI BTUET OTOBDEX 36T AHDAPHALLNIC O H3MEHEHUM HAKATHLX MP3EAN AOCTYN3 & VGate

Rocryn s nepabouce opema
LMLl DTUET OTOGpaX 38T AMBOPHAL G 0 COBMTAAX BX0A3 & CHCTENY & KEpatouss spens

M3MeHeHue coTeBbIN NPaBUN A0CTYNA B uGate
[LAHHEI OTUST OTOBPEX 35T HHBOPHALNIO 0 COBLITHAX M3 HEHEHWA CETEBEIX NP3BMN AOCTYNA & VGate

Nonbirku o wactpoex,
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6e30MnacHoOCTM

) KOA, Moppepxka VMWare ESXi / vSphere 7

* nopgpepxkKa7.0.0,7U1 un 7U2

* BCe npomexKytTo4yHble pesin3bl
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) KOA KoHTponb onepauuit vSAN

6e30MnacHoOCTM

*  ayaut onepauun vSAN

N

Q . HOBaA BblAeNeHHasa ponb «AgmuHuctpatop vVSAN»
—
e

° KOHTPO/J1b BbiNOJ/IHEHUA onepau,uﬁ Hag XpaHUanwamm

vSphere




) g(eg)% CHOCTH KoHTponb uenocrtHoctn KoHdpurypaumum ESXi

* [poBepaeTca LuenoCcTHOCTb PpaiiNoB B KaTanorax:

-~ /bootbank
[etc/init.d
DO 7%
R’ /bin

daiinbl ceteBoit KOHPUrypauum, ceptudurKatbl U np.




) g(OA NetFlow-guarpammbl n HoBblie BO3MmoOXXHoctn MCD
€e30MNaCHOCTH

Ton-10 cermenTon NO 3A6A0KAPOBINIOMY TRAGUKY

e

\
* Tpadmueckoe otobpakeHue ceTeBbiX NOTOKOB \

e CnUCOK aKTUBHbIX ceccuii -

* [OopabotaHa npoussogurtenbHoctb MC3

AKTUMBHbIE ceccnn

KOMMuecTso 3nemeHToB: 8 I+ yrpasaenme cronbuamm v
ESXi Hauanoce..  Mocnepws..  Mpaeuno..  Hanpamnenve Jeiictane Cervewro.. | Ompasar.. Mopromp..  Cermewrn..  fonyuarens MopTnonyua...  MpoTokon Vcxopaupn... | Vicxogsw
MSK-DS- 31.052021, 31052021, TP & [syHanpagnentoe 172187512 49795 172.18.75.14 a5 TP 1120KB. 314
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP [JeyHanpasnenos 172187512 49792 172187514 a5 TP 116.4KB 326
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [lsyHanpasnenoe 172187512 49794 172187514 a5 TP 1120KB. 3an
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [leyHanpasnentos 172187512 49794 172187514 a15 TP 1120KB. 3an
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [lsyHanpasnenoe 172187512 49795 172187514 a5 TP 1120KB. 314
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [leyHanpasnentos 172187512 49792 172187514 a15 TP 116.4KB 326
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [lsyHanpasnenoe 172187512 49793 172187514 a5 TP 112.0KB. 300
OPIV- 170717 17:08:27
ESXI1.DS.LAB
MSK-DS- 31.052021, 31052021, TP & [lsyHanpasnenos 172187512 49793 172187514 a15 TP 11208 300
OPIV. 170717 17:08:27

ESXI1.DS.LAB




) KOA, MoppepKKa KaneHTcKux VPN

6e30MnacHoOCTM

npOTECTMpOBaHa COBMEeCTUMOCTDb C K/IUEHTAMM.

. KoHTuHeHT-All

VIPNEt ° VipNet Client

Virtual Private Network
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CKaHep cooTBEeTCTBUA CTaHAAPTAM 6630naCHOCTM
6e3onacHoCTU

-

CooTBeTCTBME NOMUTUKAM

Konwuecteo anemexToB: 1

WmA npoekta Lia6noH Homep ckaHWpoBaHWA [laTa cozgaHuna MocnegHwid 3anmyck Cratyc CooTEeTCTEWE CTaHJapTY
GIS Ki-K2 TMCKIMK2 @ 1 31.052021,15:10:01  31.05.2021,15:10:41 38%
Monutuka 4 31.05.2021, 15:10:41

JOSepeH13A BrPYaKa SHpTYRILHAK MaLINH © *  OLeHKa COCTOAHMA 3aLULLEHHOCTU MHPPACTPYKTYPbI

3anpeT ESXi Shell, kpome cny4aes AMarHOCTHKW U YCTPAHEHWA HEMONAA0K @
3anpeT SSH @ ° noAarotToska K BHelWHeMy ayaAnuty Uiam atrecrtauum
JanpeT goctyna k VMisafe Network APL @
3anpeT ucnons3osannA Managed Object Browser @

3anpeT KNOHWPOBaHWA BUPTYaNkbHbLIX MAWKH § MonuTika He
npejiHazHayYeHa

3anpeT onepauwii c Bydepom obvena @

Wcnons3osaHKe npotokona CHAP ans iSCSI yorpoiicte @

KoHTponk 2a JoCTynoM uepes VMsafe CPU/Mem APl @ TMonuTHKa He
HacTpoeHa

KOHTPONE LenocTHOCTY WabnoHos BUPTyankHEIX MalLKH @ Monutuka He
npejjHasHaueHa

Hacrpoiika bpaHamayspa ESXi-cepeepa AnA orpaHWYeHWs AocTyna k cnyxbam, paboTaowmm MonuTHKa He

Ha cepeepe @ HacTpoeHa

HacTpoiiki NorvpoBaHWA BUPTYaNkHbLIX MallnH Ha ESXi-cepeepe @ He cooTBeTCTBYET
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Mpumepbl paboTbl 3aLUTHLIX
MeXaHM3MOB B pea/ibHOMU
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) KOA Onepayuu ¢ BUPTYaZIbHbIMU MALLMHAMMU
6e3onacHoCTU
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© Operation tailedt %

e Pecmission to perform this operation was vCenter
denied.
NoPermission message format
An attempt to execute this operation was

ed by vGate

Hide errors for this s

e —
S ——

KomnokenT  Cnyx6a KOHTPOAR A0CTyna K vCenter
KomnoreHnt  Cnyxba koHTpons goctyna k vCenter » pompce

Kateropus  BUpTyanskbie MaLmHsl
Kateropus BupTyanbHble MaluuHL!

Onucanme  Monsimka Vi MaLMk! Guina VGateussa
Onucaxme MoNkITKa CO3A3HNA CHYMKA BUPTYaNbHOM MalwvHb 65113 3a6noknposaHa vGate u3-3a HADyiesA NOmIVK GesanacHocTi @
HapywekwA noauTvk 6esonacHocTu. BupTyankHas Mawuka: New Virtual Machine ‘ -
BupTyaneHas mawwu+a: New Virtual Machine Hosoe ums: CloneVM < -

GUID: 4210dcba-7¢7d-8b05-0cd7-6434b635b6bf

Cepeep: 17224.1267 VG ate se rver

Cepeep HasHaueHws: 172.24.12.67

GUID: 4210dcba-7c7d-8b05-0cd7-6434b635b6bf
CHUMOK: new_snap
Cepeep: ESXI67U3 SECURITYCODE.RU URL: vmfs/volumes/5f171c52-06291755-9942-000c29bfb553

Monb3oBatens: avi@VGATE LWabnow: Het

Monb3oeatens: avi@VGATE

e ————

KomnbtoTep nons3osatens: 172.24.11.11

\ KomnstoTep nons3osatens: 172.24.11.11

\

N e e e e o o Em Em Em o o Em EE Em Em o o Em EE Em o O M M Em Em Em M M Em Em Em o e




~, KOA Onepauuu c BUPTYaAbHbIMU MalLMHaAMMU (MeTKU
~ 6esonacHocTy 6e3onacHocTH)

o M mm mm o e e mm e e e e e e e e e e e e e e e e e e e e e e e - -
” ~
7 - R . C . S
/ & Mew Virtual Machine OTrMOYEH e HedeJu.ueHu...Ii‘Opal—DKesblﬁ Oa \

/ \
I \
| Wms nonesoeatens YpoBeHb Kateropun |
| & admin@VGATE T HexotimaeHwansHo l:‘ CHHit |
[ [
| JononHWTENEHBIE HACTPORKK e I
; ’ ;
| TueHzua |
| MpeaynpexaaTs of MCTEYEHINA MMUEHSWA 38: | B3] _I aHel |
1 1
I HacTpoiki CETW M KOHTPONA A0CTYNE I
I [ DoBaBnaTs Ha KNMEHTE MAPLPYT K 3aLUMILEHHON CETH [
I [V KoHTpomMs 80CTYNE N0 YPOBHAM KOHGHIEHLMANEHOCTH [
| [V KoHTpoms A0CTYNE MO KATEropkam KoHdHMAEHLMANEHOCTH [

[™ KowTpons yposwa cecoui @ [
[ g
1 HacTpoiiki cncka cobermmii ‘ - 1

[
I ¥ AgTomaThueckoe ofHoEnEHWE Mo coBbrmuil
I OBHOBNATE CNMCOK Kakakle: &80 ;I CEKYHA VGate Server :
[
| HacTpoliki a5Ton00aENEHUA BUPTYaNbHLIX MALLMH |
| [oBaEnaTE HOBLIE MALMHE! KEKaEIE: I 10 _I:j MHUHYT [
| 1
\ /
\ | OK | | OTMeHa | /
\ /
N\ '
~ -




~, KOA Onepauuu c BUPTYaAbHbIMU MalLMHaAMMU (MeTKU
~ 6esonacHocTy 6e3onacHocTu)

-~ oo T mm e —
N e N
N\ / \
\ / \
192 168 25 3 en KomrokeHT  Cnyx6a KoHTpons 4oCTyna k vCenter
. W B oaKntoueH
x dmin@vaat Kateropus BupTyansHsle MalmMHb!
aamin@vgate
Onucakve MoneiTka 3anycKka BIUPTYaNkHOV MaluMHel Bbina 3ab/0kvpoBaka vGate 13-3a

E HekoHpUAEHUMANEHO HEeCOOTBETCTENA MeTOK Ge3onacHocTh.

I
|
|
|
|
1 BuUpTyanHas Mawuka: New Virtual Machine
D
I ? GUID: 4210dcba-7c7d-8b05-0cd7-6434b635b6bf
R
|
|
|
|
|
|
|

CMEHUTb Naponb

Cepsep: ESXI67U3

Monb3oBatens: avi@VGATE

VG ate Serve r KomnstoTep nonb3oeatens: 172.24.11.11

06bekT AoCTyna: "BupTyankHan MalmHa"

ApamMmuUHUCTpaTop
BUpTYyanunsaumm

YpoBeHb 06bekTa: "/nf cnyxebHOro Nons308aHuUA"
Cy6wekT gocTyna: "Mons3osatens"

YpoBeHb cybbekTa: "HekoHduaeHmansHo"

o o o o e o e o o o

-
~

=Ll

® CoobuieHune cepeepa aeToprUsaLmm

Onepauua 3abnokuposaHa ]
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Saupiisessie cepBeph:
Passepruiganme
BupTyansHbie Mo
Xparnnuwa aannsi
Bupryansrsie cemn
Cerensie aaantepsi

Ipynne: ofwertos

MonwTien Gesonacroctn
Memum Gesonacrocrn

Yuernsie sanmcn

Ayanr

Oruers

I@VGATE

g@VGATE
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ViU@VGATE
_dS@VGATE

ierov_iv@VGATE
_0g@VGATE
\ v_av@VGATE
\ _Pa@VGATE

N _av@VGATE

3awuuaeMble cepeepsl

CrHaCon JAMLSEHS CEPBEN0S
[ Tun Bepcna Coxeres Yposers

[ 10.0.1.165 Cepeep vCenter vCenter Server 6.0.0 buid-...
[ 152168.5.10  ESXicepsen ESN6.0.0buid-5050593 2 @ flna crysetioro nonssoss e
[ 192.168.25.11  ESXicepsen ESKI6.0.0buid-5080583 2 & fnw crymetiora nonssosswe
[ 192.168.25.12  ESXcepeen ESN6.0.0buld-5080593 2 @ finn crymefiora nonssosss
[ 92168.25.13  ESN<epeep ESN6.0.0buld-2029758 2 ) A crymeioro nons3oBsA
' 192.168.25.194 ESX<epaep S 6.0.0 build-5050593 2 B ina chymelroro Nomssossrea
@ 192.188.25.2 ESXicepsep ESXi6.0.0buld-5050593 1 # fina cnymefroro nomssosans
[l 152168.25.20  ES-cepeep ESXi 6.0.0 buid-5050593 2 # fina crymefroro nonssosarms
[ 152168.25.21  ESN<cepeen ESN6.0.0buld-5050593 2 # fina crymebroro nomssosaes
@ 2188522 ESN<cepeen ESN6.0.0buld-5050593 2 # ina crymetioro noms ooz e
[ 192.168.25.23  ESXi<cepsep ESXi6.0.0buld-5050593 2 8 fina cnymebioro nomssoesE
[l 192.168.25.24  ESX<cepsep ESXi6.0.0buid-5050593 2 2 fins crymebinoro nons 08
' 192.168.25.25 ESXicepaep [ESXi 6.0.0 build-5050593 2 & flns cnymefeoro noms sosaes
l(l 187 16878 2K EEVicaneen H::l. 0.0 b il ENENEO T 2 0. R L T

Mpagwna aocTyna ans 10.0.1.165:

Onucanue Coctoswwe  Monssosarens =
% 5% Dump Collector » B A _PQEVGATE

Tz E5% Sysiog Cllector v B & _POEVGATE

Eig vCenter Hip o Bxn k_NgEVGATE

B3 vCenter Sysiog Collector v Bn Jp—

2 flocryn View Connection cepeepa x vCenter « B fk_nQBVGATE

Eg Noarmouerse nomssopatens ¢ nomowsio viphere Web Chent vé.x o Brn fk_nGEVGATE

T Moaxmouerse nonssoBaTens ¢ nomoweio viphere Web Chent vé.x « Brn #k_nGBVGATE

T Noaxmouerue nonssosaTens ¢ nomoweo viphere Web Clent vé.x « Brn

gl

# HexonduaeHwansHo
¥ Hexorduaeryansto
@ HexonduaeHwansHo
@ HexorduaeHwansHo
# HexorduaeruansHo
@ HexonduaerwansHo
# HexonpuaeHwansHo
# HexoHpuaeHwansHo
HexonduaeHwmansHo

&

fk_gBVGATE

P
Buiparo: 1 s 20)
Kareropua a| *: Cepoep mpryancaum
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Sxcnopt

5 Comarmie cofismin

Beero npasn: 69
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I:] AamuHucTpaTop vGate
AamurmcTpaTtop VM

@ AamummcrpaTop VM

[:' AQMUHMCTPATOP vmware

I:l AQMAHUCTPaTOP Vmware

m AamurmcTpaTop VB

[ Aamwmcrparop vi6

[ AarmsmcrpaTop viE

[C] Aamrmcrparop B
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6e30MnacHoOCTM

MNpepoTBpalleHUe WNUOHAXa APYruX NOb30BaTeei Ha AAMUHUCTPATOPCKUX
YAANEHHbIX KOHCONAX.

B e

File Wiew ¥M
miv & G hBe @ e

Unable to connect ko the MES: Console access ta the virtual machine cannot be granted since the connection limit of 0 has beenr...

®

*U3meHaeTca napameTtp RemoteDisplay.maxConnections B vmx
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6e30MNacCHOCTU Yaszsumoctb VMware vCenter

-

YA3BMMOCTb 3aperncTpupoBaHa noa naeHtneukatopom CVE-2021-21972 m 6bina oueHeHa B 9,8 6anna no
wKane CVSS v3. 3n10ymMbIlNEHHUK MOXKET IKCNAYyaTUPOBaTb 3Ty YA3BMMOCTb NPU HaZIMYUU CETEBOrO A0CTYNa
K nopty 443 vCenter Server.

CV3S5 vi.0 Ratings

Mpasuna GunbTPaLYm CeTeBbIX NoaKMoYeHi K VCSA67U3. TESTLAB.LOCAL: BuifpaHo: 1 (13 9)

IP-agpec (noacets) ucrounnka IP-agpec (noacets) HasHauenna Woxogawmia nopt  lMopr HasHauwenwa  [Mpotokon Hanpasenew.. Tun npaswna

S5 172.24.12.110 172.24.12.68 Miofoit Miofioi TCP Bxomsiwee  BerpaeHHoe 01-39
?,’_'ﬁ 172.28.4.0/20 NioBoit TNioBoit 22 TCP Bxoasuwee Mo yMon4aHuio

?a Toboit Tioboit Toboit NioBoit P (0) Woxopswee  BcrpoeHHoe

“;"a Moboi 172.24,12.68 MoBoi Mioboit ICMP Bxoaswee BcTpoeHHoe 4 - n_ﬁ - g
?g NMicboin 172.24.12.68 MoBon 8034 TCcP Bxonsuee BcTpoenHoe

?a Nioboit 172.24.12.68 TNioBoit 8443 TCP Bxoaswee BcTpoeHHoe ? ﬂ_a g
23 niobioin 172.24,12.68 Nioboi 10443 TCP Bxopswee  BcTpoeHoe : )
?g TNioBoi 172.24.12.68 Nioboit 7444 TCP Bxoaswee BcTpoenHoe

?ﬂ MroGoit 172.24.12.68 Nioboit NioBoit uppP Bxoaswee BcTpoexHoe g ) G_ 1 D D

vGate, No cBoeil apXUTEKTYpe, UCKIoYaeT BO3MOXKHOCTb HECAaHKLLMOHUPOBAHHOIO A,0CTYNa U3 BHELWHEeM CeTH K 3aliuiaemomy
cepBepy.

A AnA npepoTBPaLLEHUA aTakU U3 3aLMLLAEMOro NepumeTpa, Heobxoaumo y6eauTca, UTO BKAOYEH U HACTPOEH KOMMOHEHT
dunbTpaumm Tpaduka Ha cepeepe vCenter. -



https://www.vmware.com/security/advisories/VMSA-2021-0002.html
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